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TRANSITIONING  TO  A  HIGHLY  VIRTUALIZED. 
SERVICES-ON-DEMAND  DATA  CENTER  ISN'T  EASY. 
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16  Creativity  is  the  driving  force  in  top-tier  organizations. 
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«nie  during  the  quarter  that  ended  May  3 
"Windows  8  has  been ...  not  necessarily 
;  catalyst  to  drive  accelerated  growth  that 


im  9%  from  the  same  period  a  year  earlier 


quarterly  financial  performance. 

It  was  the  second  time  that  Dell  has  tried  to 
explain  away  lackluster  sales  figures  by  point¬ 
ing  a  finger  at  Windows  8. 

In  March,  Dell  said  the  operating  system 
was  to  Uame  for  its  financial  woes  in  docu¬ 
ments  filed  with  the  U.S.  Securities  and  Ex¬ 
change  Commission  as  part  of  CEO  Michael 
Dell’s  efbrt  to  take  the  company  private. 

In  its  latest  quarterly  report,  Dell  said 
revenue  fiom  sales  of  PCs,  third-party  soft¬ 
ware  and  peripherals  —  what  the  company 


Nonetheless,  Dell  has  previously  said  that  it 
won’t  abandon  Windows  8  or  Microsoft’s  tablet- 
oriented  o&hoot,  Windows  RT,  and  Gladden 
leiteiated  that  support,  saying,  “It’s  really  up  to 
us  to  create  that  opportunity  and  that  ecosys¬ 
tem  to  drive  that  growth  going  forward.” 

-Gregg  Keizer 


OUR  VISIONARY  CLOUD 
INFRASTRUCTURE  HELPS 
YOUR  BUSINESS  SHINE. 

With  CenturyLink  as  your  trusted  technology  partner,  your  business  can  shine  every  day.  We  are  a 
visionary  cloud  provider  and  leader  in  hosted  IT  solutions,  with  data  centers  around  the  world.  We  also 
provide  you  with  a  global  broadband  network.  And  our  dedicated,  responsive  support  is  designed  to  free 
you  to  focus  on  innovation  and  growth. 
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Teases  if  unemployment  for  pertinent  jobs 
^•5%  or  higher. 

‘Did  the  supporters  of  the  amendment 


NOTHING 

SPLUNKED, 

NOTHING 

GAINED. 
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‘Sputnik  Moment’ 
Looms  as  R&D  Ebbs 

Top  U.S.  researchers  warn  Congress  that  America’s 
lead  in  supercomputer  development  is  in  danger 
due  to  R&D  budget  cuts.  By  Patrick  Thibodeau 


N  OCrOIER  2010,  China  buUt  what  was  then  the  world's 
(astest  supercomputer.  Three  months  later.  President 
Barack  (%ama  warned  in  his  State  of  the  Union  address 
that  America  was  facing  a  “Sputnik  moment.’ 

Pointing  to  rapid  technological  advaiKes  in  other  coun¬ 
tries,  China  in  particular,  Obama  called  tor  more  tederal  invest¬ 
ment  in  search  into  biomedical  engineering,  clean  energy  and 
intotmatkm  technology. 

That  call  went  unheeded,  and  two  years  later  that  Sputnik 
moment  still  looms.  Federal  spending  on  R&D  is  at  its  lowest  level 
in  40  years,  thanks  to  the  ongoing  bud^  dispute  betweee  Con¬ 
gress  and  the  White  House  that  led  to  sequestration,  says  the  Amer- 
ican  Association  for  the  Advancement  of  Science.  The  cuts  tl  reaten 


Stevens  said. 

Stevens  told  lawmakers  that  the  U.S.  must  boost 
current  HPC  research  funding  by  $400  million 
a  year  to  at  least  stay  on  par  with  China.  “At  that 
funding  level,  we  think  it’s  feasible  —  not  guaran¬ 
teed,  but  feasible  —  to  deploy  [an  exascale  system] 
by  2020,"  he  said. 

Stevens  said  the  U.S.  has  the  expertise  to  develop 
exascale  technologies.  “We  just  need  the  resources 
and  the  commitment,"  he  said. 

Experts  expect  that  China  will  regain  first  place 
in  the  biannual  listing  of  the  500  most  powerful 

likely  be  based  on  U.S.  components,  but  Stevens 
noted  that  China  is  developing  its  own  chips  and 
other  components  for  future  high-end  systems. 

China  is  expected  to  unveil  that  supercomputer 
in  time  fra- the  release  of  the  next  Topsoo  list  in 
mid  June.  An  18-petailop  Cray  system  running  at  the 
Oak  Ridge  National  Laboratory  tops  the  current  list. 
Overall,  the  U.S.  today  maintains  a  clear  lead 
in  supercomputing,  both  in  terms  of  number  of  systems  and  the 
tech  skills  of  its  technology  vendors. 

But  building  i,ooo-petaflop  exascale  systems  poses  big  chal¬ 
lenges,  particularly  when  it  comes  to  the  amount  of  electricity 
they  would  use.  A  system  of  that  size  today  would  require  about 
1  gigawatt  of  power,  or  the  total  output  an  average  power  plant. 

To  keep  power  requirements  in  check,  an  exascale  system 

use  considerably  less  electricity  than  today’s  systems.  It  would  also 
require  programming  models  that  vrould  let  applications  scale 
across  millions  of  cotes.  Resiliency,  the  ability  to  operate  without 
interruption  as  components  fail,  is  another  a  key  research  issue. 

“It’s  very  important  that  the  United  States  maintain  the  key 

intellectual  property  [for  supercomput- 


The  world’s  most 
reliable  enterprises 
rely  on  VMware 
virtualization. 

Coincidence? 


The 

Software-Defined 
Data  Center 

from  VMware. 


How  dM  you  prepare  your  orfmtaatloii  to  handle 

this?  I  have  a  small  but  talented  team,  and  we  do  a 
really  good  job  at  resource  planning.  So  we  evaluated 
where  we  had  competencies  in-house  and  where  we 
needed  outside  resources.  For  areas  where  we  need 
help,  we  located  at  the  landscape  and  did  an  RFP  and 
ultimately  settled  on  one  [firm  to  hire  {or  help].  And 
we  made  a  couple  of  key  hires  at  the  end  of  last  year 
anticipating  we  would  starting  this  project. 

What  skills  do  you  look  for  in  employees?  It  depends 
on  the  job  that  we’re  hiring  somebody  to  do.  We  look 
for  depth  and  esperience  with  our  core  platforms. 

But  b^nd  that,  beyond  specific  technologies  and  ex¬ 
perience,  we  look  for  business  process  skills,  knowl¬ 
edge  of  governance  cotKepts.  We  always  look  for 
communication  skills  and  industry-type  things,  [such 
as]  whether  you  understand  HIPAA  and  information 
security  because  they’re  relevant  to  healthcare. 

Howdoyouainislndlylduslamph»yuistoansurt 
they’re  performlnf  at  their  best?  I  look  at  it  from 


are  these  ways  you  Judge  yourself  or  how  others 
iudge  you?  They’re  really  both.  If  I  looked  at  my  goals 
for  the  year  and  the  way  I  structure  them,  they  fall 
into  those  categories.  These  are  key  attributes  you 
can  apply  to  a  number  of  executive  roles. 

YOU  have  a  dual  nrie:  leading  IT  and  leading  Insulet’s 
global  program  office.  How  do  you  balance  the  two 
Jobs?  I  assumed  responsibility  feu  the  program  office  in 
early  in  2011,  and  what  the  program  office  does  is  run 
a  lot  of  the  business  programs  feu  new  products  and 
technologies.  So  I  have  a  team  of  [program  managers] 
there  —  all  engineers,  all  talented  —  and  they  feicus 
on  new  products  and  technologies.  There  ate  a  lot  of 
similarities  with  running  this  and  IT.  You  manage 
scope  and  resource  plaiuiing  and  project  plans,  but  the 
nature  of  the  work  aixl  the  deliverables  are  different. 

For  me,  it  was  a  natural  fit.  But  it’s  not  so  much 
a  line  between  the  two  jobs,  it’s  just  for  whichever 
projects  you  need  to  focus  on  due  to  priorities  or  they 
need  attention  in  some  ways,  you  switch  your  fexms. 

—  Interview  by  Computerworld  contributing  writer 
Mary  K.  Pratt  (marykpmn@verizon.net) 
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;  physical  infrastructure ' 


End-to-end  visibility  of  your 
>  Visualize  change/capadty  so 


availability  and  efficiency.  Today,  you  need  to  adapt  quickly  to  busines 
requirements  without  riskirig  availability  or  system  efficiency.  Not  only 
does  an  end-to-end  view  itofect  system  availability,  it  can  enable 
concrete  energy  and  operational  efficiency  gains  as  well. 

Achieving  the  right  balance 

Schneider  Electric  StruxureWare  "  for  Data  Centers  software  provides 
this  total  visibility  by  bridging  facilities  and  ft  In  fact,  our  advanced  da 
center  infrastructure  management  (DCIM)  software  graphically  shows 
your  rr  equipment  within  the  data  center  physical  infrastructure  layer 


XpeTtevqce 

Efficiency 
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Improve  data  center  operations  and  efficiency! 
Get  our  FREE  DCIM  white  paper  today  and 
I  enter  to  win  a  Google  Nexus  10  Tablet! 

I  Visit  www.SEreply.coni  Key  Code  a265u  Call  888-289-2722  x6Sf 


Because  you  asked  for  the  big  picture. 


Schneider 

ft/Electric 


Introducing  DCIM  with  visibility  from  building  to  server: 
StruxureWare  for  Data  Centers  software  suite. 
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availability 
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Microsoft’s  Mobile  Corpse 
Stirs  With  Signs  of  Life 


ICROSOFT’S  MOBILE  COMPUTING  INITIATIVES  have  been 
written  off  as  DOA  for  years.  But  something  has  been  happen¬ 
ing  while  you  weren’t  looking:  Microsoft  is  beginning  to  show 
flickering  signs  of  life  in  the  mobile  sphere. 


Up  to  now,  Microsoft’s  failures  to  get  a  foothold 
in  mobile  computing  have  been  spectacular.  It 
had  a  smartphone  operating  system  arid  a  tablet 
years  before  Apple,  but  it  could  never  capiulize 
on  that  head  start.  Internal  turf  wars,  technology 
false  starts  and  a  lack  of  understanding  about  how 
people  really  want  to  use  mobile  devices  all  played 
a  role  in  Microsoft’s  mobile  demise.  The  compa¬ 
ny’s  low  point  may  have  been  the  2010  release  of 
the  Kin,  a  phone  that  requited  a  data  contract  but 
couldn’t  tun  apps.  After  less  than  two  months  on 
the  market,  Microsoft  meicifully  pulled  the  plug. 
It  was  an  expensive  and  embarrassing  venture: 
Microsoft  had  paid  an  estimated  $500  million  or 
more  to  buy  the  company  that  made  the  Kin,  and 
it  tot*  a  $240  million  write^jlf  for  killing  it. 

Of  course,  Microsoft  is  nothing  if  not  persistent 
when  there  are  markets  to  be  conquered.  It's  still 
taking  a  whack  at  mobile,  with  Windows  Phone 
and  the  Windows  8  and  RT  tablets.  Still  without 
much  traction,  though.  The  obituaries  have  been 
written,  if  not  published.  But  it  may  be  too  soon 
to  call  for  the  last  rites:  People  are  starting  to  buy 
Windows  8  ublets  and  Windows  phones. 

Microsoft’s  mobile  numbers  aren’t  at  the  level 
it’s  accustomed  to  in  areas  like  desktop  operating 
systems  and  productivity  suites.  Windows  tablets 
ate  at  7.5%  market  share,  according  to  Strategy 
Analytics.  IDC  says  Windows  Phone  8  devices 
were  at  3.2%  in  the  first  quarter.  Those  figures 
aren’t  likely  to  worry  Apple  and  Google  too  much 
—  yet.  But  they’re  on  the  rise.  The  Microsoft 
mtfoile  corpse  has  been  reanimated. 

Let’s  put  those  numbers  in  perspective.  Micro¬ 


soft’s  uMet  share  is  dwarfed  by  Apple’s48.2%  and 
Android’s  43.4%.  But  a  year  ago,  the  Windows 
numbers  were  so  insignificant  that  Strategy  Ana¬ 
lytics  wasn’t  even  tracking  them. 

As  for  Windows  Phone,  that  minuscule  3.2% 
is  enough  to  make  it  the  third  most  popular 
smartphone  operating  system,  surpassing  Black- 
Berry’s  2.9%.  Of  course.  Android,  at  75%,  enjoys 
the  kind  of  market  share  that  Microsoft  is  used 
to  commanding.  But  momentum  matters,  and 
that’s  something  Apple  is  in  a  position  to  appreci¬ 
ate.  Its  iOS  has  a  t7.3%  market  share.  A  year  ago, 
it  had  23%,  against  Windows  Phone’s  2%.  So  in 
t2  months,  the  gap  between  iOS  and  Windows 
Phone  shrank  from  21  percentage  points  to  I4.i. 

Can  Microsoft  capitalize  on  its  momentum? 

1  wouldn’t  bet  against  it.  It  is  poised  to  toll  out 
budget  strtartphones,  which  will  help  with  its 
strongest  smartphone  demographic,  first-time 
buyers.  Mary-Ann  Parlato,  an  analyst  at  Kantar 
Worldpanel  ComTech,  wrote  in  a  recent  report 
that  “with  over  half  of  the  US  market  still  owning 
a  featutephone,  it’s  likely  that  many  will  upgrade 
over  the  coming  year,  which  will  ultimately  con¬ 
tribute  to  mote  growth  for  the  Windows  brand." 
And  Microsoft  has  published  design  specs  for  7-in. 
Windows  8  tablets,  which  would  help  it  compete 
in  the  fast-growing  market  for  small  tablets. 

So  while  it’s  true  that  Microsoft  still  lags  well 
behind  its  competitors  in  mobile,  it  finally  has  a 
foothold  in  the  market.  And  while  the  company 
has  a  tendency  to  blow  early,  first-to-market 
advantages,  it’s  much  mote  successful  when  it  has 
a  second  chance.  ♦ 
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Applications  to  keep  your  business  moving. 


BlackBerry  ‘  helps  you  give  employees  the  tools 
they  need  to  be  their  best.  We  provide  a  complete 
business  and  productivity  app  portfolio,  robust 
app  management  and  a  low-cost  app  development 
environment.  And  with  BlackBerry®  Enterprise 
Service  10,  you  can  manage  your  own  corporate 
app  storefront  to  install  mandatory  apps  and  publish 
recommended  apps  to  both  personally  owned  and 
orporate  devices. 

Get  the  full  story  and  a  free  60-day 
BlackBerry  Enterprise  Service  10 
trial*  at  blackberry.com/business 
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Creativity  is  the  driving  force 
in  top-tier  organizations. 
Here’s  how  five  are  capturing 
opportunities  for  innovation 
and  pulling  in  fresh  new  ideas. 

BYMARYBRANDEL 


IT  INNOVATION 

considered  a  necessity  for  gaining  competitive 
edge.  With  globalization,  changing  customer  be¬ 
havior,  the  spread  of  consumer  technologies  and 
cloud  capabilities  lowering  the  barrier  of  entry 
to  new  competitors,  organizations  are  increas¬ 
ingly  loddng  to  technology-induced  innovations 


The  Innovators 


inmnadve  products  and  SH^tas  Id  ddigtit  Hie  customer  * 
-  MPnique  ShivaniMbn,  OUftKltKloeY  ofhcei 

AMERICAN  CAHa*  SOCICTY 

give  US  liceiise  to  lie  sO»BnL' - /ay  ferm  CIO 

MASTERCARD  WORLDWIDE 

■  “SMRDRrtlllgbmlttllllNI^lMWMlDRtWRrtTiS 

M  the  heart  of  differentiatiflg  MUterCard  from  our  com- 
petiliirs,  and  key  to  susuWng  our  cnnpetitive  advantage 
M  the  martatplace.’ -  tarry  t)ions.  t«ef  mrwvatTO 


solullons  that  the  busliiess  could  not  have  fathomed.* 
-mchaelFtrgang.aO 


But  we're  not  ulking  about  oneHjff  great  ideas,  says  Chip  Glied- 
man,  an  analyst  at  Forrester  Research.  "Companies  need  to  instill 
processes,  governance  and  incentives  to  support  a  continuously 
sustained  innovation  program,"  he  says.  Otherwise,  it's  all  too 
easy  to  revert  to  day-tcMiay  operational  concerns  and  avoid  the 
risk  of  failure  that  is  a  faithful  compankm  to  creative  pursuits. 

There  is  i»  one-siae-fits-all  approach  to  jump-starting  an  inno¬ 
vation  piogranL  Some  organizations,  like  CapitalOne  and  Master¬ 
Card,  create  “digital  labs"  to  foster  new  ideas  and  bring  them 
to  fruition.  Otheis,  such  as  the  American  Cancer  Society,  form 
steering  committees  to  guide  smaller  core  groups.  Still  others,  like 
Grange  Insurance,  take  a  skunk  works  approach,  while  organiza¬ 
tions  like  Equinix  choose  a  decentralized  model  of  innovation. 

We  spoke  with  those  6ve  oiganizations  to  6nd  out  how  they  are 
building  their  futures  on  innovation. 

Where  do  you  position  the 
innovation  group,  organizationally? 

■  Equinix;  Innovation  at  this  global  data  center  provider  happens 
in  pockets  around  the  company,  with  support  from  top  leadership. 
“Instead  of  centralizing  innovation  or  having  a  baii^  team,  we 
have  smart  engineers,  applying  a  concentrated  eftrrt  to  teal  busi¬ 
ness  opportunities,"  says  CIO  Brian  Lillie.  Small  teams  periodically 
submit  ideas  and,  when  approved,  are  given  resources  to  pursue 
innovations.  A  challenge  of  this  approach  is  freeing  people  from 
day-to-day  work.  "We  have  to  be  cl^  in  our  minds  that  we're 
putting  our  best  engineers  on  our  best  opportunities,  not  our 
biggest  problems,  and  we  don't  hammer  them  when  they  drop  the 
ball  on  something  else  while  they're  innovating,"  Lillie  says. 

■  American  Cancer  Sodcty:  At  the  nonprofit  health  organization, 
a  cross-functional  steering  committee  sets  the  rules  of  er^age- 


ment  for  innovation  and  provides  executive-level  "air  cover,”  as 
well  as  support,  motivation  and  engagement,  says  QO  Jay  Ferro. 
Meanwhile,  a  core  innovation  team  works  at  an  operational  level. 
All  employees  are  invited  to  submit  ideas  through  an  innovation 
management  (Jatfotm,  and  the  core  team  manages  the  entire 
prtxress,  from  submission  through  approval.  “With  12  rlivisions 
and  hundreds  of  locations  around  the  wmid,  it  was  important  to 
approach  the  ideation  process  in  a  unified  way  rather  than  having 
different  sets  of  ideas  aimed  at  different  goals,”  Ferro  says, 

■  CapitalOne:  The  financial  services  company  set  up  three  in¬ 
novation  labs  in  New  York,  the  Washington,  D,C.,  area  and  San 
Francisco,  all  intentionally  placed  in  the  middle  of  technologi¬ 
cally  innovative  cultures,  according  to  CTO  Monique  Shivanan- 
rfan.  “We  combine  technology  people,  data  analysts,  marketing 
people,  brand  managers  and  product  managers  in  the  labs  to  be 
sure  we're  focused  not  just  on  cool  technology  but  innovative 
products  and  services  to  delight  the  customer,"  Shivanandan 
says.  She  points  out  that  the  emphasis  of  the  innovation  lab 
approach  is  more  about  establishing  an  innovation  “ecosystem" 
than  it  is  about  setting  up  a  physical  focility. 

“You  could  get  a  conference  room,  put  a  paper  sign  up  and  des¬ 
ignate  it  as  'the  lab,'  and  you'll  have  a  structure  in  place,"  she  says. 
“Even  with  just  a  handful  of  people,  you  can  foster  a  culture  of 
creativity,  as  long  as  they’re  not  (gating  in  a  vacuum  but  with 
the  right  Wks  across  and  outside  of  the  business,  to  drive  resuhs 
that  ate  valuable  to  the  business  and  its  customers." 

■  MasterCard:  The  payment  industry  giant  formed  MasterCard 
Labs  in  2010  as  a  ^obal  R&D  arm  focused  on  developing  innova¬ 
tive  payment  solutions.  Labs  ate  located  in  New  York,  St.  Louis. 
Dublin  and  Singapore.  Additionally,  MasterCard  Labs  works 
closely  with  business  owners  to  spread  the  innovative  spirit  across 
the  company,  says  Garry  Lyons,  chief  innovation  officer. 

■  Grange  Insurance:  A  core  group  of  business  and  technol¬ 
ogy  professionals  meets  monthly  at  the  $1.3  billion  insurer  to 
brainstorm  opportunities  to  move  the  business  forward  with  new 
technology  and  then  uses  agile  practices  to  explore  the  feasibility 
of  ideas  and  bring  them  to  fruition. 

The  group  is  purely  focused  on  driving  profiuble  growth,  says 
Michael  Fergang,  QO:  “Every  group  has  goals  for  continuous  im¬ 
provement,  but  we  focus  on  new  technologies  that  will  help  Grange 
differentiate  itself  in  the  marketplace."  Because  of  their  busiitess 
acumen.  Grange's  technologists  are  in  a  prime  position  to  link  new 
technology  trends  with  new  opportunities,  according  to  Fergang. 
“The  business  can’t  envision  what  can  be  done,  because  by  them¬ 
selves,  they  can’t  imagine  the  applicable  technologies,"  he  says. 

Because  of  this  skunk-works-type  approach,  passion  is  a 
requirement,  Fergang  says.  “We  will  never  have  the  capacity 
to  support  the  demand,”  he  says.  “It  takes  the  ingenuity  of  the 
individuals  and  their  managers  to  reshuffle  their  work.  We’re  not 
Goo^,  where  people  get  every  fifth  day  to  innovate." 

How  is  the  innovation  group  Staffed? 

■  Equinix:  Rather  than  appointing  someone  as  “the  innovation 
guy,"  Lillie  says,  “we  tty  to  hire  creative,  idea-generating  people." 
For  instance,  job  candidates  are  asked  during  the  interview 
process  how  they  would  solve  particular  business  problems. 

■  American  Cancer  Society;  The  oiganization’s  irmovation 
steering  committee  includes  senior  leaders  from  marketing, 
operations,  mission  delivery  and  corporate  communications. 
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Tm  the  only  IT  representative,  and  that  was  key  to  showing  this 
wasn't  just  IT  doing  new  things  but  a  commitnient  to  impacting 
the  ofganization,"  Ferro  says.  Meanwhile,  the  core  innovation 
team  includes  just  three  people,  with  an  additional  dozen  or  so 
employees  from  diverse  functions  and  geographic  areas  rotating 
in  and  out  of  the  group,  each  serving  about  a  year. 

These  are  folks  who  live  with  functions  like  fundraising  and  the 
advocacy  mission  every  day."  Ferro  says. ‘That  diversity  is  one  of 

the  secret  sauces  to  innovation."  Workers  from  the  rank  and  file,  be 

risk^avetse.  The  trick  is  capturing  the  best  of  both  worlds,  Ferro  says. 


CEO  on  down.  “That  is  a  core  tenet  of  innovation  at  ACS,"  he  says, 
n  CapitalOne:  When  stafiing  its  labs,  CapitalOne  combined  “tte 
best  of  the  best"  from  its  itUernal  teams  and  then  hired  people  with 
business  or  technology  backgrounds  and  expertise  in  areas  such  as 

startups,  rapid  prototyping,  agile  processes  and  technologies  like 

mobile,  b^  dau  and  the  cloud,  Shivanandan  says.  CapitalOne  has 
also  acquired  several  startups  to  seed  its  labs  with  specialized  tech¬ 
nology  or  business  skills,  su^  as  mobile  coupons  or  data  analytics. 

Lab  sta&  are  kept  small,  Shivanandan 
says,  with  ao  to  45  team  members  in  each 
lab.  including  technology  and  business 
experts.  Additionally,  people  from  business 
units  typically  get  involved  in  projects  aimed 
at  their  particular  area.  "We  are  one  of  the 
best  data  companies  in  the  world,  so  we  hai 
a  lot  of  people  who  understand  how  to  use 


Because  of  the  lean  staffing  model,  the 
labs  find  that  their  services  ate  always  in 
demand,  but  they're  also  able  to  respond 
quickly.  “They're  viewed  as  a  necessity,  not 


people  get  something  out  of  the  lab,  it's  seen 

as  a  privilege  and  a  great  opportunity.”  wonmutr 

■  MasterCard:  Lyons  says  he  looks  for  CTO,  C: 

smart,  creative  people  “who  have  an  ap¬ 
preciation  of  how  techiwlogy  can  make 

people's  lives  easier."  They  don't  necessarily  need  to  have  a  back- 
gto^  in  the  payments  business;  in  fact,  Lyons  prefers  candi¬ 
dates  with  diSerent  backgrounds  and  perspectives.  “I  have  access 
to  a  lot  of  phenomenal  payments  knovvledge  at  MasterCard,  so  1 
want  to  hire  people  with  other  skill  sets,"  he  says.  “I  believe  that 
if  you  know  too  much  about  a  domain,  you  either  sUrt  with  the 
premise  that  something  isn't  possible  or  you  can  only  incremen¬ 
tally  inqHove  what  already  exists." 

■  Grange  Insurance:  Grange's  innovation  group  includes 
programmers  and  business  people  at  all  levels,  Fergang  says. 

"It  includes  myself  as  CIO,  down  to  relatively  junior  program¬ 
mers."  he  says.  People  rotate  in  and  out  of  the  group  every  couple 
of  years  —  an  approach  that  helps  up-andcomers  get  to  know 


Even  with  just  a 
handful  of  peoptey  you 
can  foster  a  culture  of 
creativity,  as  long  as 
they’re  not  operating 
in  a  vacuum. 


How  do  you  establish  processes  and 
expccUtions  for  deNverinc  ideas 
and  bringing  them  to  fruioon? 

■  American  Cancer  Society;  After  reviewing  best-of-breed  in- 


lished  specific  processes  for  the  core  innovation  team  to  follow, 
from  encouraging  idea  submissions,  to  vetting  ideas,  to  deciding 
which  to  puisue.  Once  an  idea  moves  forward,  it  moves  into  the 
standard  project  management  life  cycle. 

The  innovation  management  platform  ensures  that  these 
processes  are  followed  without  a  lot  of  direct  oversight,  Ferro 
says.  One  of  the  basic  tenets  is  focusing  the  ideation  process  on 
specific  business  issues.  Workers  from  around  the  world  can 
comment  and  vote  on  one  another's  ideas.  The  core  irmovation 
team  reviews  ideas  that  get  a  lot  of  thumbs  up  and  also  scores 
ideas  itself,  using  criteria  such  as  mission  impact,  cost  savings, 
community  outreach  and  risk  mitigation,  '"niis  isn't  a  glorified 
suggestion  box;  it's  about  how  to  do  things  faster  or  deliver  higher 
quality  on  a  program,”  Ferro  says. 

The  crowdsourcing  approach  yields  fresh  ideas  with  minimal 
resouices,  Ferro  says.  "You  don't  want  to  dedicate  loo  pecpie  to 
innovation,  but  if  you  ctowdsoutce  ideas  from  people  who  might 
never  have  interacted  before  and  then  use  a  small  cote  team  to 
manage  the  process,  a  natural  evolution  takes  hold,"  he  says. 

"The  speed  innovation  is  rapidly  increasing." 

■  CapitalOne;  Within  the  labs,  staffers 
are  split  into  small  teams  that  follow  agile 
processes,  such  as  frequent  iterations  and 
fast  prototyping.  The  envirotunent  itself 
—  including  whiteboanicovered  walls  — 
encourages  creativity  and  brainstormii^. 

Each  lab  has  a  main  focus  for  iimova- 
lion,  Shivanandan  says:  leveraging  big  data 
for  better  products  and  services  in  New 
York;  mobile  wallets,  couponing  and  other 
digital  services  in  Virginia;  and  opening  the 
company's  bankirig  APIs  to  third  parties  to 
provide  additional  services  in  San  Francisco. 

The  labs  make  monthly  presentations 
to  the  steering  committee  on  current  proj- 
kNANOAN,  ects  and  lessons  learned.  “The  teams  are 

iLONE  agile  and  quick,  so  they  get  a  lot  done  each 

month,  and  when  something  happens  in 
the  industry,  we  can  quickly  reprioritize," 
Shivanandan  says.  “We're  really  trying  to  create  a  tiger  team  to 
focus  on  the  art  of  the  possible." 

Importantly.^each  lab's  focus  is  well  integrated  with  business 
goals.  “It's  not  just  this  cool  place  where  people  do  crazy  things," 
Shivanandan  says.  “There's  a  prioritization  process,  and  it's  inte¬ 
grated  with  the  work  people  are  doing  on  an  everyday  basis." 

■  MasterCard:  Each  lab  has  three  priorities:  innovation  manage¬ 
ment,  technology  and  incubation.  The  teams  work  closely  together 
to  generate  ideas,  evaluate  them  and  then  define  concepts,  build 

prototypes  and  use  a  test-and-leam  approach  to  see  how  those 
ideas  will  fare  in  the  market. 

The  teams  aren't  judged  based  on  hits  and  misses,  but  on  their 
ability  to  apply  lessons  learned  to  what  does  eventually  succeed, 
says  Lyons.  "We  want  to  be  honest  with  ourselves  about  whether 
or  not  ideas  are  viable,"  he  says,  “[That]  involves  failing  fast  and 
making  the  tough  decision  to  stop  work  when  it's  appropriate." 

Additionally,  the  company  sponsors  processes  that  spur  in¬ 
novation  from  its  employees,  Lyons  says.  For  instance,  more  than 
half  the  company  has  participated  in  Aspire,  an  online,  social 

instonning  program,  he  says,  and  employees  are 
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WORK  ON  THE  MOST  SECURE, 
MOBILE  COLUBORATION  TOOL 
BUILT  FOR  THE  ENTERPRISE. 

Wb  started  with  enterprise  security,  since  that  was  missing 
in  consumer-grade  tools.  We  added  the  first  ever  app  that 
wotle  the  way  enterprises  need  to  work— with  one  seamless, 
secure  user  experience,  with  files  stcred  on  premise  or  in  the 
doud.  Then  the  functionality  kicked  in:  annotating,  editing, 
arxl  colaborating  on  perfectly  rendered  files  on  device. 


Enterprises  share  with 
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also  given  time  to  work  on  ideas  that  they’re  passionate  about. 
Meanwhile,  Innovation  Express  is  a  48-hour  competition  to  build 
prototypes,  video  demos  and  go-to-market  plans,  and  KickStart  is 
a  East-paced,  time-boxed,  dedicated  startup-like  environment  to 
accelnate  commercialization  of  a  product. 

■  Craiige  Insurance:  During  monthly  meetings,  the  inrurvation 
group  discusses  opportunities,  uses  a  heat  map  to  rate  ideas  with 

works  groups  to  investigate  applicable  technologies  and  idea 
feasibility.  Individual  teams  do  some  prototyping  and  provide 
updates  at  the  next  meeting.  Once  tb^  have  something  to  show, 
they  share  the  prototype  with  business  leaders.  “When  you  have 
something  that  someone  can  visualize,  you  gain  support  mote 
quickly,"  Fetgang  says.  When  approved,  projects  get  funded  and 
enter  a  formal  project  management  process. 

The  key  is  speed:  Prototype  fast,  and  foil  fast.  “We  don’t 
choose  30  things  to  pursue,"  Fetgang  says.  “We  scale  back  to  just 
a  few  and  then  do  them  as  fast  as  possible."  About  twice  a  year. 


we  can  work  throu^  the  really  tough  questions  about  why  we 
should  advance  one  idea  or  another,"  he  says. 

■  Grange:  Fergang  agrees  that  the  more  you  can  show  business 

leaders  something  concrete,  the  mote  they  will  back  innovation. 
"When  the  business  realized  we  were  exp^ing  energy  on  innova¬ 
tion  that  could  have  been  applied  to  known  production  needs,  they 

asked,  'What  are  you  doing?’  Fergang  says.  “But  when  we  started 
showing  them  out  prototypes  on  a  regular  basis,  that  went  away." 
The  key,  he  says,  is  to  gain  the  trust  of  business  leaders  by  execut¬ 
ing  well  on  the  basics.  "You  can’t  apply  resources  to  innovation 

when  you’re  not  taking  cate  of  the  rest  of  the  business,"  he  says. 

■  Equinix:  The  main  thing,  Lillie  says,  is  to  ensure  innovation  is 
focused  on  moving  the  business  forward.  “It’s  imporUnt  to  stay 
not  only  current  with  customers  but,  really,  even  ahead  of  them," 
he  says.  To  fund  innovations,  Lillie  takes  an  indirect  approach, 
reserving  a  portion  of  his  budget  for  innovation  projects.  “1  don’t 
formally  say,  ’This  is  our  innovation  budget,’”  he  says.  “But  in  my 
budget  [request],  1  always  leave  an  earmark  for  innovation." 


they  derive  comfort  from  that,"  Ferro  says. 

Ferro  dedicates  a  small  percentage  of  the  IT  budget  to  ex¬ 
perimenting  with  new  ideas  and  spinning  up  proofe  of  concept. 
Before  they  are  moved  further  in  the  process,  ideas  are  subjert 

to  a  mote  formal  review.  “Our  process  recognizes  good  ideas,  so 

that  even  if  we  didn’t  plan  it  for  2013,  for  instance,  we  will  pursue 
it  if  the  ROI  makes  sense,"  Ferro  says. 

■  MasterCard:  Above  all  says  Lyons,  having  a  CEO  who  under¬ 
stands  the  importance  of  innovation  is  critical.  It  also  helps,  he 
says,  to  show  how  the  work  done  by  MasterCard  Labs  enables 
other  company  efibrts  to  succeed.  Because  Lyons  reports  to  both 
the  president  of  the  technologies  and  operations  division  and  the 
presideot  of  the  global  products  and  solutions  division,  "together. 


whelmed  by  all  the  input,  and  that’s  where  having  esUblished 
innovation  processes  comes  in,"  Ferro  says. 

■  MasterCard:  According  to  Lyons,  MasteiCard  Labs  taps  into  a 
number  of  external  sources  to  spark  innovation  and  is  currently 
opening  up  its  services  to  others  through  open  APIs. 

■  Grange:  The  innovation  group  occasionally  shares  prototypes 
with  customers  to  get  their  input  on  the  idea’s  value.  Additionally, 
Fetgang  is  involved  with  TechColumbus,  a  public/private  partner¬ 
ship  focused  on  central  Ohio’s  iruiovation  economy.  The  ideas 
shared  by  entrepreneurs  and  startups  help  him  keep  up  with  what 
people  outside  the  insurance  industry  are  thinking  about.  ♦ 
BramM  is  a  Computerworld  contributing  writer. 

Contact  her  at  nMi31bnmdel@verizon.net. 
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CASE  STUDY  |  U.S.  DEPARTMENT  OF  VETERANS  AFFAIRS 


How  a  small,  fast  SWAT 
team  is  improving 
performance  at 
the  Department  of 
Veterans  Affairs - 
one  project  at  a  time. 

BY  TRACY  MAYOR 


IT  M  Bureaucracy 


IN  PERSON,  IT’S  HARD  TO  THINK  OF  DAVID  PASCHANE  AS  SMALL  —  he’s  6  feet  5  inches 
tall.  But  when  you  consider  his  position  within  the  vast  U.S.  Department  of  Veterans 
Affairs  (VA),  it’s  clear  he’s  playing  the  role  of  a  little  guy  tackling  a  hig,  hig  bureaucracy. 

Paschane,  44,  is  director  of  the  Office  of  Strategic  Services  (OSS),  a  small,  SWAT-like 
team  within  the  YA’s  Office  of  Information  &  Technology  (OI&T).  The  group  consists  of 
Paschane,  two  junior  staffers  and  two  contractors. 

A  perfbnnaiKe  engineer  by  training,  Paschane’s  motivating  vision  is  to  transform  heavy 
bureaucracies  —  where  organizational  structure  controls  the  people  —  into  what  he  calls 
“light  enterprises,”  where  structure  is  there  to  serve  the  people. 
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If  he  was  looking  for  heavy  bureaucracy,  Paschane  came  to  the 
right  place.  The  OI&T  operation  at  the  VA  Central  OfiBce  (VACO) 
in  Washington,  with  an  annual  budget  of  $48  million,  employs 
some  200  IT  workers  who  provide  tech  support  services  to  10,000 
customers,  including  400  members  of  the  ^ior  Executive 
Service.  Nationwide,  the  VA  employs  about  327,000  people  (not 
counting  contractors),  runs  152  hospitab,  821  outpatient  clinics 
and  300  vet  centers,  and  commands  an  annual  budget  of  $187 
billion.  The  IT  budget  alone  was  $3.1  billion  in  2012. 

To  its  critics,  the  department  b  bureaucracy  at  its  worst.  And 
indeed,  the  VA  has  come  in  for  blistering  criticism  from  all 
comers  in  recent  weeks  for  a  staggering  backlog  in  the  processing 
of  benefits  claims  that  has  some  veterans  waiting  as  long  as  a  year 
and  a  half  for  resolution.  The  problems 
are  widely  viewed  as  being  partly 
political  and  partly  regulatory,  but  also 
partly  the  responsibility  of  a  top-heavy, 
slow-moving  IT  oiganization. 

To  Paschane,  k's  the  perfect  place 
to  start  addng  the  big  questions.  As  he 
gives  an  impromptu  tour  through  the 
maze  of  cubicles  that  make  up  the  VACO 
IT  operation,  he  asks,  “How  ^  people 
affect  the  performance  of  an  organiza¬ 
tion?  What  b  thb  thing  called  bureau¬ 
cracy?"  And,  most  pressing,  "How  do  we 
learn  to  get  better  at  what  we  do?” 

Paschane  has  a  Ph.D.  from  the  Uni¬ 
versity  of  Washington  in  Seattle,  where 
he  developed  an  organizational  disci¬ 
pline  —  Performance  Architecttiral 
Science  Systems  (PASS)  —  that  aims 
to  answer  some  of  those  questions. 

PASS  is  built  around  the  assumption 
that  “unexamined,  undisciplined  work 
structures  restrict  employee  growth 
and  lead  to  inflexible,  stagnant  opera¬ 
tions,"  says  Paschane.  On  the  flip  side, 
he  explains,  light  enterprbes  are  able 
to  respond  dynamically  to  customer 
demands  because  then  structure  b 
adapted  to  fit  their  mission  and  goals. 

Oiganizations  move  from  A  to  B, 
from  heavy  to  light,  by  tapping  both 
information  value  and  people  value, 

Paschane  says.  In  particular,  he  is 
interested  in  “collegial  work”  —  that 
b,  optimizing  the  value  of  people  and 
information  acting  together  to  improve 
the  performance  of  an  organization. 

At  least,  that’s  the  theory. 

In  hb  nine-year  tenure  at  the  VA.  Pas¬ 
chane  has  launched  and  overseen  more 
than  25  engineering  ptojects  of  varying 
scope  and  size  that  have  all  in  one  way 
or  another  produced  a  better  fit  between 
data  and  oiganizational  structure,  but 
they  haven’t  brought  about  revolution¬ 
ary  oiganizational  change  —  yet 


Paschane  landed  in  hb  current  position  in  the  Ofiice  of  Infor¬ 
mation  81  Technology  at  the  behest  of  Horace  Blackman,  CIO  of 
National  Capital  Region  IT  at  the  VA  (and  a  2013  Compuleruorfd 
Premier  100  IT  Leader). 

Blackman  recalb  that  VACO  IT  had  “17  different  missions  and 
17  diSerent  customers"  when  he  assumed  hb  duties  as  head  of 
a  group  that’s  in  charge  of  si  rvicing  the  VA’s  police  department, 
administrative  court  system  and  the  oflice  of  a  cabinet-level  sec¬ 
retary,  among  other  customers.  The  IT  group  had  been  hampered 
by  frequent  reoiganizations  and  relocations,  high  staff  turnover 
that  saw  new  hires  replacing  retiring  experts,  and  undocumented 
procedures  and  poor  communications  that  were  unable  to  keep  up 
with  the  agency’s  dynamic  and  expanding  service  oSerings. 

Blackman  wasn’t  long  at  hb  new 
position,  which  be  assumed  in  2009. 
before  he  saw  there  was  room  fix  a 
performance  engineer  on  hb  team,  and 
Paschane  moved  over  from  a  positkm  in 
the  VA’s  OflSce  of  Policy  and  Programs. 
The  two  created  the  OSS  group  in  2011. 

As  part  of  a  three-year  transforma¬ 
tional  efldrt  by  OI81T  to  revamp  how 
IT  services  are  deliveied  at  VA  head¬ 
quarters,  OSS  sufiers  and  IT  volun¬ 
teers  formed  multiple  ad  hoc  Method 
Enhancement  Teams  (MET)  to  tackle 
specific  problems.  Teams  of  eight  to  10 
people  brainstormed  with  subject-mat¬ 
ter  experts  to  create  and  implement 
action  plans  for  redesigning  areas  criti- 
ational  performance. 

One  result  of  their  efforts:  perfor¬ 
mance  dashboards  that  give  IT  em¬ 
ployees  a  visual  representation  of  their 
efl^iveness  in  solving  help  desk.  Tier 
1  and  Tier  2  problems  for  customers. 

MET  teams  have  not  only  improved 
performance;  they’ve  also  upped 
morale,  says  Blackman.  "It’s  harder  to 
measure,  but  from  my  perspective,  the 
fact  that  we’ve  engaged  people  in  the 
change-management  process,  that  we 
see  their  ideas  coming  to  fruition,  is  a 
pretty  significant  accompibhment,"  he 
says.  “You  don’t  want  to  be  reckless  and 
jump  on  every  idea  that’s  proposed,  but 
you  have  to  be  willii^  to  Ibten.  Innova¬ 
tion  comes  from  the  ground  up." 

As  chief  learning  officer  at  the  Vet¬ 
erans  Health  Adminbtration  (VHA), 
Jim  Warner  b  charged  with  supporting 
continuing  education  requirements  for 
the  whole  workforce,  a  not  inconsider¬ 
able  task:  The  VHA  b  the  country’s 
largest  integrated  healthcare  system, 
with  some  270,000  clinical  profes¬ 
sionals  at  more  than  1,700  sites  of  care 
serving  8.3  million  veterans  per  year. 
Shortly  after  hb  arrival  in  August 


■  Inflexible,  stagnant  operations 

■  Poor  fit  to  mission  and  customer 

■  Systemic  weaknesses 

■  Emplovee  complacency 

■  Friction,  fat.  fear,  fads  and  falsehoods 


■  structure  fits  mbsion  and  goals 

■  Ability  to  respond  dynamically  to 


»  TASK:  Fit  capabilities 


o 


»  TASK:  sustain  growth 


localaed  insight  and 
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As  E>eputy  Assistant  Sccietary  for  Administra¬ 
tion  in  the  VA’s  Office  of  Administration  (OA),  Roy 
Humdon's  portfolio  of  responsibilities  is  vast.  His 
customers  ate  to,ooo  VA  suffers  in  the  Washington 
area;  the  services  he  offers  them  include  transpotu- 
tion.  fociiities  management,  health  and  wellness, 
envirorunental  safety,  media  support,  protocol 
requirements  for  cabinet-level  enqrloy^  and  mote. 

Humdon  has  worked  writh  the  OSS  on  several 
projects  aimed  at  using  daU  in  new  ways  to  improve 
decision-making  attd  reaction  times  within  his 

In  keeping  the  PASS  discipline’s  commitment  to 
monitor  “emergent  thinking"  on  performance  from 
employees  and  ctistomers,  the  OSS  team  designed 
and  analyzed  a  rapid  comment-card  system  and  a 
mote  in-rlepth  anmral  customer  survey. 

The  digitaJ  comment  cards,  available  via  the  VAIs 


easy  to  dispatch  staffers  to  remedy  the  situatk». 


Iff 


OA  and  other  departments  have  been,  it’s  unclear 
if  they  will  generate  enough  momentum  to  achieve 
the  overarching  vision  of  Paschane’s  PASS  disci¬ 
pline  —  to  “change  the  nature  of  work"  inside  a  vast 
organization  not  known  for  agility. 

“If  you  look  at  the  performance  statistics  of  the 
VA,  whatever  they’re  doing  is  not  working,"  says 
Chris  McGoff,  founder  and  CEO  of ’The  Clearing,  a 
Washington  consultancy  that  specializes  in  change 
management  “What  1  like  about  [Paschane’s]  work  is 
his  focus  on  both  collective  atjd  individual  change,  the 
local  Uibal  char^  and  the  overall  leadership  change." 

It’s  the  latter  that’s  likely  to  prove  most  challeng¬ 
ing,  McGoff  warns.  “David  has  a  lot  of  passion,  but 
as  we  know,  9t»%  of  corporate  chai^management 
projects  fail,"  he  points  out.  ’"The  question  becomes, 
can  the  VA  afford  to  shrink  from  this  challenge?  Will 
they  find  the  moral  conviction  to  beat  those  odds?" 

“We’re  trying  to  take  down  bureaucracy  bit  by 
bit,  but  yes,  there  has  to  be  a  desire  among  top  lead¬ 
ership  fm  that  to  happen,"  ackrrowledges  Paschane. 
“If  we  get  support  and  commitment  from  the  top, 
we  can  get  in  there  and  start  working."  ♦ 
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NITED  NATIONS  researchers  had  a  sobering  n 
alization  in  2010.  For  all  of  the  official  data  a 
reports  collected  by  the  group’s  member  nati 


ployment,  with  data  that  was  months  and  sometimes  years  old. 

In  response,  the  UN  laimched  an  initiative  called  Global  Pulse  to 
coordinate  research  on  data  for  development.  For  its  efforts,  the 
UN  was  recognized  as  a  2013  Computerwoiid  Nonofs  Laureate. 
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Another  analysis  revealed  that  increased  chatter  about 
cutting  back  on  groceries,  increasing  use  of  public  transporta¬ 
tion  and  downgrading  one’s  autonxibile  could  predict  an  unem¬ 
ployment  spike.  After  a  spike,  surges  in  conversations  about  can¬ 
celed  vacations,  reduced  healthcare  spending,  and  foreclosures 
or  evkrtioos  shed  li^t  on  lagging  economic  effects.  This  kind  of 
information  is  invaluable  for  policymakers  trying  to  mitigate  the 
negative  effects  of  increased  unemployment,  Tatevossian  says. 

Global  Pulse  is  set  up  as  an  innovation  lab  at  the  UN  in  New 
York  and  is  highly  dependent  on  partners  like  SAS.  “We’re  really 
a  space  to  learn  bow  big  dau  and  some  of  the  new  analytic  tech¬ 
nologies  could  be  useful  to  the  UN  system,"  she  says. 

"We’re  very  irtterested  in  reaching  out  to  the  private  sector 
because  we’re  interested  in  taking  what  has  been  tried  [there] 
and  seeing  how  it  can  be  applied  to  UN  processes,"  says  Tat¬ 
evossian.  For  example,  she  compares  Global  Pulse’s  work  on 
unemployment  to  work  that  consumer  goods  companies  do  on  a 
daily  basis.  "All  we  did  is  re-jig  [the  tools]  that  are  used  for  brand 
monitoring  and  we  treated  unemploynKnt  as  a  brand,"  she  says. 

The  UN  has  opened  an  additional  Global  Pulse  lab  in  lakarta, 
Indonesia,  and  will  soon  open  a  third  in  Kampala,  Uganda. 

Taking  the  Planers  Pulse 

Every  minute  (rf  every  day,  hundreds  of  thousands  of  sensors 
collect  a  huge  volume  of  dimate-ielated  data  for  use  by  scientists 


working  on  very  specific  research  projects 
at  government  organizations  such  as 
the  National  Oceanic  and  Atmospheric 
Administration  (NOAA)  and  NASA. 

"What  we  figured  is  that  there  must 
be  a  way  to  leverage  this  daU  in  a  wider 
■  way,  to  help  companies  with  some  of 
the  climate-related  issues  they’re  grap- 
plit^  with,"  says  Travis  Koberg,  head  of 
Computer  Science  Corp.’s  Big  Data  and 
Analytics  Group,  a  2013  Computerworld 
Honors  Laureate. 

Enter  ClimatEdge,  a  suite  of  risk  man¬ 
agement  tools  that  applies  big  data  analyt¬ 
ics  to  historical  data  from  NASA,  NOAA 
and  other  public  sources.  By  exploiting 
this  previously  underutilized  climate 
data  resource,  ClimatEdge  provides  new 
insights  to  commercial  and  public  inter¬ 
ests  that  need  to  minimize  risk  and  make 
better-informed  decisions,  says  Koberg. 

Electronics  manufacturers,  for  example, 
might  want  to  find  alternatives  to  East 
Asian  semiconductor  supplies  if  Pacific 
storms  fueled  by  warming  ocean  waters 
become  more  intense.  Or  homebuilders 
might  want  to  prepare  for  fluctuations  in 
lumber  prices  brought  on  by  climate  con¬ 

ditions  that  force  pine  beetles  and  other 
pests  that  prey  on  trees  to  expand  their 
range  and  destroy  more  forests. 

Most  of  the  data  CSC  is  collecting  is 
structured.  What  distinguishes  Climat- 
Edge  as  a  big  data  project  is  the  sheer 
volume  of  data  being  collected  and  analyzed,  says  Koberg.  “The 
volume  is  on  an  order  of  magnitude  scale  that  you  can’t  do  a  lot 
with  in  Excel,  which  is  what  a  lot  of  scientists  use,"  he  says. 

ClimatEdge  began  producing  reports  in  |une  zotz.  It  is  updated 
on  a  continuing  basis  as  CSC  learns  new  ways  to  apply  evolving 
data  science  principles  and  gains  access  to  new  data  sources. 

Loddng  ahead,  Koberg  says  he  expects  CSC  to  Up  into, 
combine  and  analyze  other  underused  big  data  reservoirs. 
“Climate  is  just  one  area  of  data.  Healthcare  is  another.  We  work 
with  healthcare  where  we  cdlect  data  across  a  health  system 
and  put  it  together  with  climate  data  to  hypothesize  about  char¬ 
acteristics  tied  to  a  certain  disease,”  he  explains.  “Over  time, 
we’re  looking  at  all  sorts  of  dau  in  various  domains." 


Creating  a  Student  Safety  Net 

An  educated  workforce  is  absolutely  critical  to  competing  suc¬ 
cessfully  in  the  ^obal  economy.  Yet  the  U.S.  ranks  lower  than 
loth  among  countries  in  education  attainment.  Only  about  35% 
of  students  who  begin  a  four-year  college  degree  program  com¬ 
plete  their  education  where  they  began  their  studies.  Moreover, 
over  the  course  of  the  past  zo  to  30  years,  retention  and  comple¬ 
tion  rates  have  steadily  dropped  at  a  time  when  global  economic 
competition  has  increased  exponentially. 

“I’d  persotully  position  the  problem  as  a  national  crisis,” 
says  losh  Baron,  senior  academic  technology  officer  at 
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tions  had  a  significantly  positive  effect,  resulting  in  a  7%  higher 
final  course  grade  for  students  who  received  them. 

“We  far  exceeded  our  expectations  in  terms  of  impact  of 
the  project,"  Baron  says.  “We  weren't  necessarily  expecting 


messages  that  were  very  emotional  and  often  contained  stories 
of  people's  personal  encounters  with  abuse. 

This  created  a  big^data  problem  both  in  terms  of  vdume  and 
network  performatKe.  The  show  was  flooded  with  a  staggering 
1.09  billion  impressions  across  social  channels.  All  structured 
and  imstructured  data  was  analyzed  in  teal  time  to  convey  the 
show's  impact  on  l^islation,  society  and  individuals,  which  was 
displayed  on  a  so<alled  impact  dashboard. 

end  analytics  process  in  three  weeks.  The  project  was  implement¬ 
ed  using  the  latest  distributed  cranputing  technology  and  Hadoop. 

Adding  to  the  unstructured  data  challenge,  social  media 
responses  were  in  “Hinglish"  (Hindi  words  in  Roman  script  em¬ 
bedded  in  En^ish).  This  ruled  out  using  existing  took  to  handle 
messages,  which  is  why  developers  created  a  customized  system 
to  understand  response  sentiment. 

Deep  analytics  extracted  valuable  insists,  Deshpande  says. 
The  new  system  aggregated  all  unstructiu-ed  dau  then  autt>- 
matically  filtered  it  to  weed  out  spam  and  unrelated  messages. 
Valid  messages  were  tagged  and  rated.  Short  messages  praising 

stories.  Final  selection  was  done  manually  using  triangulation  to 
determine  the  top  content. 

Deshpande  says  that  social  scientists  have  expressed  interest  in 
using  a  similar  process  to  conduct  a  new  kind  of  social  research. 
“Usually,  they  form  a  small  group  of  people  and  study  them 
intensely  for  three  to  six  months,"  he  notes.  “But  what  we  have 
here  is  exactly  the  opposite  of  that.  We  don't  have  rich  dau  about 
a  small  number  of  irrdividuak  but  dau  about  millions  of  people, 
including  their  age  and  gender  and  how  they  feel  about  particu¬ 
lar  issues.  It  would  be  a  new  way  to  do  social  science  research."  • 


Trouble 

Ticket 


Scrutinizing  an  Acquisition 

■i  h« 


AyKI’HANOOOMU, 

but  I  like  the  action  that 
surrounds  a  meiger  or 
acquisition.  I  guess  I 
ne^  a  little  unplaiuied 
activity  every  now  and  then  to  distract 
me  from  my  day-to<lay  tasks.  Whatever 
the  reason,  I  was  excited  to  hear  that 
my  company  would  be  acquiring  a  small 
company.  It  had  been  years  since  we  bad 
done  anting  like  that. 

I  just  wish  I  had  been  inknroed  earlier. 
When  security  isn’t  properly  represented 
during  the  initial  due  dili¬ 
gence  (rfiase  o(  a  merger 
or  acquisition,  problems 
can  go  imdiscoveied.  For 
example,  during  our  last 
acquisition,  we  uncovered 
numerous  application  security  probtems. 
User  credentials  weren't  encrypted,  and 
apfdications  bad  multiple  SQL  injection 
vulnerabiUties  that  could  be  exploited 
to  obtain  the  unencrypted  passwords. 
But  for  that  deaL  the  security  team  was 
involved  early  enough  to  take  part  in  dw 
diligence,  so  we  were  able  to  discuss  the 
cost  of  remedying  those  problems  during 
the  negotiations. 

Despite  it  being  too  late  this  time  to 
afiect  the  negotiations,  my  team  still 


needed  to  conduct  a  complete  assess¬ 
ment  of  the  acquired  company’s  security 
measures  before  allowing  any  network 
integration.  The  new  company  seemed 
to  have  done  a  good  job  with  endpoint 
protection:  An  assessment  of  hs  PCs  and 
servers  disclosed  up-to-date  patches, 
antivirus  software  and  server  hardening. 
It  also  had  robust  firewall  rules  and  solid 

Not  everything  was  ideal,  though.  One 
problem  concerned  the  processing  of 
credit  cards. 

My  company  has 
made  a  point  of  not 
directly  handling  such 
transactions,  so  that 
we  aren’t  compelled 
to  comply  with  the 
stringent  Payment  Card  Industry  (PCI) 
security  standards.  By  using  third  parties 
to  process  payments,  we  only  expose  the 
data  entry  frames  within  our  website, 
and  because  we  don’t  process  or  store  any 
details  regarding  the  payment  informa¬ 
tion,  we  don’t  have  to  be  PCI-compliant. 
But  our  new  acquisition  does  process 
credit  card  transactioos,  and  it  stores  the 
credit  card  daU  and  payment  informa¬ 
tion  in  its  database.  That  means  that  it 
must  be  PCI-compliant,  so  ’Tfay!”  to  that. 


but  we  aren’t,  and  we  have  no  desire  to 
go  down  that  road.  But  we  can’t  very  well 
connect  that  PCI-compliant  environ¬ 
ment  to  our  noncompUant  environment 
without  undermining  the  acquired 
company’s  PCI  certification.  What  we’re 
going  to  do  is  migrate  the  new  company 
to  our  credit  card  processing  standard, 
thereby  avoiding  the  PCI  requirements. 
That  will  take  time,  though,  and  it  will 
slow  down  integration. 

SaaS  and  Cloud  Concerns 

A  couple  of  other  issues  will  simply  take 
some  time  to  evaluate.  One  is  that  the 
company  runs  virtually  all  of  its  major 
corporate  applications  as  software  as 
a  service,  and  it  uses  cloud-based  file 
storage  for  sensitive  data.  SaaS  and  the 
cloud  aren’t  problems  in  themselves; 
we  use  both  ourselves.  But  we  evaluate 
all  of  out  cloud  vetrdors  so  that  we  folly 
understand  their  security  posture  and 
the  nature  of  the  integration  between  us 
and  them. 

Finally,  there’s  the  consideration  that 
the  acquired  company  uses  more  than 
30  partners  around  the  world  for  things 
like  software  development,  help  desk 
and  other  corporate  functions.  That’s  a 
significant  number  for  a  company  with 
just  40  or  so  employees.  The  thing  about 
all  those  partnerships  is  that  we  have  a 
very  stringent  review  process  for  taking 
on  partners,  especially  those  who  work 
in  countries  that  are  considered  risky. 
We’re  going  to  need  to  review  all  exist¬ 
ing  contract  agreements,  nondisclosure 
agreements  and  the  like  to  ensure  that 
they  meet  our  standards. « 

This  week’s  journal  is  written  by  a  real 
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When  security  isn't  represented  during  due 
diligence,  problems  can  go  undiscovered. 


whose  name  and  employer  have  been 
disguised  for  obvious  reasons.  Contact  him 
at  mathias„thurman@yahoo.com. 
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k  OPINION 


LYNNE  Y.WmJiUIIIS 

Keeping  Infosec  a  Step 
Ahead  ofthe  Bad  Guys 


INFORMATION  SECURITY  professionals  have  a  tough  time  of  it. 

Consider  what  they  have  to  cope  with  in  today’s  IT  environment. 
You  have  big  data  meeting  BYOD,  a  combination  that  almost  invites 
cyber  espionage.  The  traditional  method  for  protecting  corporate 


netwHks  was  to  create  a  hardened  outer  shell  that 
restricted  access  to  internal  data  —  the  so-called 
M&M  network  that's  hard  on  the  outside  but 
soft  in  the  middle.  That  external  shell  is  tough 
to  crack,  but  attackers  have  found  creative  ways 
to  get  to  the  sr^  middle  by  using  lost  or  stolen 
devices  or  employing  social  networks  to  glean 
usernames  and  passwords. 

Meanwhile,  attacks  on  individual  and  corporate 
digital  assets  are  on  the  rise,  and  the  black  hats  get 
mote  ingenious  every  day.  Infosec  professionals 
have  to  stay  one  step  ahead,  and  that  requires  that 
they  be  well  educated  and  as  thorou^ily  trained 
in  the  dark  art  of  circumventing  network  security 
as  the  bad  guys.  Going  forward,  IT  security  gurus 
will  need  to  think  analytically  —  understanding 
not  just  how  to  set  up  security,  but  also  how  to 
craft  security  solutions  so  that  the  business  focus 
is  supported  while  at  the  same  time  protecting  the 
business’s  digital  assets. 

Focused  procedures,  such  as  penetration  testing 
and  “ethical”  hacking,  can  be  effective  at  smoking 
out  speci&c  vultrerabilities,  but  a  holistic  approach 
to  network  security  that  blankets  the  perimeter 
and  protects  against  a  broad  range  of  attacks  is 
better  able  to  adapt  to  the  constant  evolution  of 
assaults  of  this  type. 

To  train  for  this  type  of  holistic  approach, 
students  taking  infosec  courses  must  practice  a 
variety  defensive  techniques,  such  as  configur¬ 
ing  access  control  and  designing  comprehensive 
security  policies.  They  must  also  learn  how  to 
properly  conduct  an  otganizatfonal  security  audit 


to  identify  security  breaches  and  other  problems. 

Too  often,  college  courses  that  prepare  and  train 
cybersecurity  professionals  are  specialized  and 
not  part  of  the  core  curriculum.  Moreover,  they 
often  remain  stuck  on  rigid,  traditional  security  ap¬ 
proaches  that  lack  the  flexilality  needed  in  a  mobile 
world.  A  new  approach  is  needed,  one  that  blends  a 
focus  on  technology  and  security  techniques  with 
social  psychology,  risk  management,  collaboration 
and  overall  curriculum  integration.  An  e&ctive 
educational  program  would  recognize  the  need  for 
security  that’s  flexible  and  would  include  such  flex¬ 
ible  security  education  throughout  the  curriculum, 
from  entry-level  to  advanced,  and  in  all  classes, 
whether  they  are  focused  on  some  aspect  of  tech¬ 
nology  or  on  developing  leadership  skills. 

Similarly,  an  effective  curriculum  is  one  that 
helps  students  think  like  professional  hackers 
while  guiding  them  to  develop  a  risk-based  ap¬ 
proach  to  security  —  which  ensures  that  appro¬ 
priate  measures  are  applied  to  protect  key  daU. 
The  National  Security  Agency  is  promoting  this 
new  approach  to  cybersecurity  education  with  its 
hacking  competitions,  a  hands-on  way  to  show¬ 
case  potential  threats  and  countermeasures.  For 
their  part,  universities  ate  moving  toward  hands- 
on  virtual  labs  and  introducing  areas  ranging 
ffran  ethics  to  social  psychology. 

fust  as  vital,  thou^  is  the  need  for  cybersecurity 
education  for  all  students,  and  not  just  those  study¬ 
ing  infijtmation  techndogies.  In  the  end,  every  user 

that  offers  flexibility  while  remaining  secure.  * 
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smarter  on  IT. 
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■  RECENTLY  IIISINTERPRETED  some  CEO  cost-speak.  The  enormous 
gap  between  what  I  thought  I  was  hearing  and  what  the  CEOs  were 
actually  saying  is  tremendously  illustrative  and  well  worth  looking  at. 
1  was  involved,  albeit  tangentially,  in  a  dozen  executive  searches  for 


new  COs.  All  of  these  searches  were  being  led  by 
(TEOs  of  global,  brand-name.  Fortune  300  com¬ 
panies.  In  fact,  nine  of  the  companies  were  in  the 
Fortune  100.  In  my  experience,  such  leaders  are 
enlightened  and  appreciative  of  the  value  of  fT. 

That's  why  1  was  surprised  —  shocked,  actually 
—  to  find  that  every  one  (rf  these  CEOs  tanked  IT 
cost  management  among  the  top  three  capafalities 
they  were  loddng  fin- in  their  next  CIO.  1  couldn't 
understand  it  How  could  that  be  when  just  about 
everything  one  reads  in  the  business  press  and 
from  subscription  research  firms  claims  that 
growth  is  the  primary  focus  fix  top  companies' 
leaders?  What  was  going  on? 

Could  it  be  that,  against  astounding  odds,  I  had 
stumbled  into  a  thicket  <rf  Luddites  masquerad¬ 
ing  as  modem  leaders?  No;  the  job  requirements 
crafted  by  these  CEOs  were  not  outliers.  1  talked 
to  three  of  the  CIO  communities  I  manage  and 
learned  that  IT  cost  management  is  at  or  near  the 
top  of  most  CEOs'  expectetions  of  their  CIOs. 

But  the  way  that  I  was  reading  “IT  cost  manage¬ 
ment"  is  far  removed  from  how  the  CEOs  were 
thinking  about  that  concept  I  was  afraid  that 
new  CIOs  were  going  to  be  hired  on  the  expecta¬ 
tion  that  they  would  be  frenzied,  anti-tehnology, 
chainsaw-wielding  cost-cutters.  All  of  the  visions 
I  have  ever  had  of  CIOs  using  technology  to  hdp 
their  companies  move  in  new  and  profitable  direc¬ 
tions  were  going  up  in  smoke. 

But  no.  Nothing  could  be  further  from  the 
truth.  In  reality,  the  CEOs  were  looking  for 
someone  who  deeply  understood  IT  cost  driveis 


and  the  relationship  between  optimized  IT 
infrastructure  and  irmovation.  In  other  words, 
the  kind  of  cost  management  these  CEOs  had  in 
mind  invtdved  the  CIO  managing  an  updated  and 
future-looking  IT  platform  as  a  possible  source  of 
funding  fix  new  initiatives. 

Qirite  simply,  I  had  equated  cost  management 
with  cost  reduction.  But  CEOs  don't  want  to  spend 
less  on  IT;  they  want  to  spend  smarter  on  IT. 

CEOs  see  new  technology  as  a  way  to  lower  costs 
and  itKtease  competitiveness.  They  have  come  to 
realize  that  IT  is  the  new  basis  of  competition  and 
that  without  an  up-to-date  technology  platform, 
they  can't  compete.  They  are,  it  wotdd  seem, 
channeling  Andrew  Carnegie. 

Carnegie,  the  great  steel  magnate  of  the  tgth 
centiuy,  believed  in  investing  aggressively  in 
the  latest  technology,  as  business  historian  H.W. 
Brands  relates  in  The  Reckless  Decade:  America  in 
the  1890s.  Carnegie  repeatedly  ripped  out  incirm- 
bent  technology  in  a  ruthless  pursuit  of  lower 
costs.  He  believed  that  every  month  his  company 
used  orrtdated  equipment  was  a  month  forever  lost 
to  inefficiency.  Upon  heating  bow  British  steel¬ 
makers  prided  themselves  on  wringing  the  last 
ton  of  steel  out  of  dated  equipment,  he  scofied: 
"That  is  what  is  the  matter  with  the  British  steel 
trade.  Most  British  equipment  is  in  use  twenty 
years  after  it  should  have  been  scrapped.” 

Carnegie  was  right.  During  the  rSBos,  costs 
were  halved,  output  doubled  and  profits  rose. 

What  are  you  waiting  for?  Get  out  there  and 
re-platfirrm  something  ■ 
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